J138. ABTOMaTNYECKOE CKaHMpPOBaHne
ysa3BumocTen - Nessus, OpenVAS, Lynis,
SPARTA. Pa3ssepTbiBaHMe Eve-ng.

Cxanuposanue ysi36umocmeii — MPOIECC BBISBJIEHUS W aHAJIN3a KPUTUIECKUX HEJ0-
cTaTKOB 6€301acHOCTH B IieeBoi cpese. VIHorma aTy onepaiuio Ha3biBaloT OIEeHKON
ysa3Bumoct. CKaHupoBaHue ySI3BUMOCTEN — OJIHA U3 OCHOBHBIX 3a/1a4 TTPOTPAMMBbI
BBISIBJIEHUS M YCTPAHEHUST ATUX HeOCTaTKOB. C ero moMOIIbio MOKHO MTPOAHAIU3UPO-
BaTh BCe DJIEMEHTHI yipasJienus 6Gesonactoctbio U T-undpacrpykrypbl. CkaHrpoBaHie
YSIBBUMOCTEH IIPOU3BOANTCS TIOCJIE TOTO, KaK MbI OOHAPY3KUIIN, COOPaIN U [IePedrCININ
uHbopmMalio 006 HMpacTPYKType HereBol crucTeMbl. MTHGopMaims, morydeHHast mocJie
CKaHUPOBAHUS CUCTEMBI HA YSI3BUMOCTH, MOKET IIPUBECTU K KOMITIPOMETAIINH 11eJIEBOI
CUCTEMbI, HAPYIIEHWIO €€ 11eJIOCTHOCTU U KOH(MDUIEHIINATBHOCTH.

B.aToil.rs1aBe.usnaraorces.caenyoniie. TeMbl.

Q Ilousarus ABYX O6H_[I/IX THUIIOB yHSBHMOCTeﬁZ JIOKaJIbHbIE 1 y/IaJI€HHDbIE.

O Kraccudukaims ya3BUMOCTelH, YKa3bIBAIONIasd Ha OTPACIEBO CTaHIapT, KOTOPBIH
MOJKET OBITH MCTIOIB30BAH JIJIST CHCTEMATH3AITIN JTI0O0H YSI3BIMOCTH U PacTpesiee-
HUS B COOTBETCTBUM C OTIPE/ICJICHHBIMU MPU3HAKAMU.

O 3HaKOMCTBO C HECKOJbKUMH WHCTPYMEHTAMM JIJIST TIONCKA M aHAJIN3a YSI3BUMOCTENH,
MPUCYTCTBYIONIUX B I1eJIeBOH cpefie. [IpencTaBieHHble THCTPYMEHTHI pACIIpeieIeHbI
B COOTBETCTBUY C MX OCHOBHBIMU (DYHKITUSIMHE, CBSI3AHHBIMHE C OIIEHKOU He301acHO-
ctu. ITo Takue nHCTPyMeHThl, Kak Nessus, Cisco, SMB, SNMP u cpejicTBa anaiusa
BeO-TIPUIIOKEHUIA.

O6paTI/IT€ BHUMaHHE, YTO HE3aBUCUMO OT TOI'O, TECTUPYEM Mbl BHEIIHIOIO WJIN
BHYTPEHHIOIO CE€Tb, Py4YHbIE 1 aBTOMAaTU3UPOBaHHbIC IIPOLEAYPbl OLIEHKN yHSBHMOCTefI
JOJIZKHBI MCITOJIb30OBATbCA ITOPOBHY. Ecan 3a/leliCTBOBATh TOJIBKO aBTOMAaTUYECKUI
PEXUM, MOKHO ITOJIYYUTb 0OJIBIIOE KOJTUYECTBO JIOAKHBIX Cpa6aTI)IB8.HI/II';I n OTpHI.[aHHfI.
KpOMe TOT'0, OY€HDb BayKHa TEOPETUYECKAs ITOATOTOBKA UCIIbITATEJIsI Ha IIPOHMKHOBEHUE,
a TaKe€ TO, HACKOJIbKO XOPOHIO OH 3HA€T MHCTPYMEHTDI, C ITIOMOIIIbIO KOTOPbIX 6yl[€T
BbIIIO/IHATBHCA TECT. AYI[I/ITOpy ITOCTOAHHO HYXHO COBEPHIEHCTBOBATb CBOU 3HAaHUA
1 HaBbIKH.

n elle OJ{H OUYeHb BaKHBIIA MOMEHT: ABTOMaTU3NPOBaHHasA OIICHKA YA3BUMOCTU HE SIB-
JIFAETCSA OKOHYATEJbHBIM PEIICHUEM. breiBaroT CUTYyalluu, KOrga aBTOMaTU3NPOBaHHbIE


user
ЛЗ8. Автоматическое сканирование уязвимостей - Nessus, OpenVAS, Lynis, SPARTA. Развертывание Eve-ng.
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CpeJcTBA HE MOTYT OTPE/ETUTh JIOTHYECKUE ONTMOKH, CKPBITBIE YA3BUMOCTH, HEOTTY-
GJIMKOBAHHBIE YSI3BUMOCTH TIPOTPAMMHOTO 0OECTICUEH ST 1 YeIOBEUCCKIHN (haKkTop, BIIUSI-
fotuit Ha 6e30macHOCTb. [103TOMY PEKOMEH/IYETCST HCTOIb30BATH KOMILIEKCHDIIH MOJIXO/I,
[IpeLyCMaTpUBAIONINI IIpUMEHEHNEe KaK aBTOMATU3UPOBAHHDBIX, TAK M PYYHBIX METO/IOB
OLIEHKH YSI3BUMOCTU. JTO TTIOBBICUT YCIICITHOCTD TECTOB HA IPOHUKHOBEHUE U TIPEOCTABUT
Hanbosiee 06BEKTUBHYIO HHHDOPMAIIIIO JIJIsT KCTIPABICHUS YSI3BUMOCTEI.

TexHunyeckmne TpeboBaHuS

HoyTbyk nin HaCTOJIBHBIA KOMIIBIOTEP ¢ 0OHEMOM OllePaTUBHOI IIAMSATH He MeHee
6 T6aiir, yetbipexbsiiepubii mpoteccop u 500 ThaiiT Mecta Ha KeCcTKOM aucke. B ka-
YecTBe ONEPAIMOHHON cucTeMbl Mbl ucnobdyeM Kali Linux 2018.2 wim 2018.3 (kak
BUPTYATHHYIO MAITUHY WJIM CUCTEMY, YCTAHOBJIEHHYIO Ha JKECTKOM aucke, SD-kapre
niau USB-nakomnuree).

Tunbl YS3BUMOCTEN

CyIecTByeT TPU OCHOBHBIX KaTETOPUH YSI3BUMOCTE, KOTOPBIE, B CBOIO 0OYepe/ib, MOKHO
Pa3esNTh Ha JIOKATbHBIE U YAATEHHDIE. ITO YSI3BUMOCTH, IOTYIIEHHBIE TPU Pa3paboTKe
MPOTPAMMHOTO 00€eCTIedeH s, OMMOKY TTPU PEATH3AIIH TPOTPAMMHOTO 00eCTIeUeH ST
U ySI3BUMOCTH, OGHAPYKIUBAEMbIe TTPY 9KCILIyaTaIlMK CUCTEMBL.

Q Vsssumocmu npu paspadomke — 0OHAPYKUBAIOTCS U3-32 HEJIOCTATKOB B TEXHUYECKUX
TpebOBAHUAX K TIPOTPAMMHOMY 00€CTIeYeHUIO.

Q Yassumocmu peaiusauuu — TEXHNYECKUE omnbKu 6830H3.CHOCTI/I, Hali/IeHHbIEe B KOJIE
CHCTEMBDBI.

a 3Kcnﬂyamaz4u01mbze yAas3sumocmu — yA3BUMOCTH, KOTOPbIC MOTYT BOSHUKHYTDH U3-3a
HeraBI/I]IbHOI‘/JI HaCTpOfIKI/I " pa3BOpavYrBaHUA CUCTEMbBI B HEHEBOﬁ cpene.

Ha ocHoBe 9TUX TPeX KIACCOB ¥ HAC €CTh /1B OOTIHMX THIIA YSI3BUMOCTEN: JTOKATbHbIE
U y/IaJIEHHBIE, KOTOPBIE MOTYT MOSIBUTHCS B JIFOOON KaTETOPUHU OMICAHHBIX YSI3BIMOCTEI.

JloKkanbHble YA3BUMOCTU

Ecam 3710yMBITIIIIEHHUK TIOJTy4aeT JIOCTYII, BBITTOTHSS YacTh KOJA, 3TO Ha3bIBAETCS JI0-
KanvoHoUl Yysa36umMocmvio. BoCromb30BaBIINCh JAHHON YSI3BUMOCTBIO, 3JI0YMBITIIJIEHHNIK
MOJKET IMOBBICUTH CBOM TPaBa JOCTYTIA ¥ MOJYIUTh HEOTPAHUUEHHBIH TOCTYIT K KOM-
MBIOTEPY.

PaccMoTpuM TIpuMep, B KOTOPOM 3JI0YMBITIJIEHHUK Bo6 MMeeT JIOKaIbHBIN JOCTYIT
K cucreMe, paboratoteit oz yrpasiaenueM Windows Server 2008 (32-paspsiiHast Tiar-
dhopma x86). [locTy emy ObLT OrpaHITYEH AAMUHUCTPATOPOM P PeaU3alli TOJUTHKI
6€e3011aCHOCTH, B pe3yJbrare yero boby cTajio HeZIOCTYITHO OTIpeIeIEHHOE TPUIIOKEHNE,
B skcTpeMasbHBIX YCI0BUSAX B06 06HAPY/KUJI, UTO ¢ MOMOIIBIO BPEIOHOCHOTO (hpar-
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MEHTa KOJIa OH MOJKET MOJYYHUTD JOCTYI K KOMITBIOTEPY HA YPOBHE CUCTEMBI WU SIZIPA.
Bocnomp3aoBasiick xoporiio uaBecTHo# ysa3sumocTbio (Hanpumep, CVE-2013-0232,
GP Trap Handler nt!KiTrap0D), ol II0OBBICUJI CBOM TIpaBa AOCTYIIA, YTO IIO3BOJIMIIO
€My BBITIOJTHATH BCE aIMUHICTPATUBHBIE 33/[a41 1 TIOJY9aTh HEOTPAHMYEHHBII TOCTYII
K TIPUJIO’KEHUIO. JTO SICHO TTOKA3bIBAET HaM, KAaK 3JIOYMBIIIIIEHHUK BOCIIOJIh30BAJICS
YSI3BBIMOCTBIO JIJIST TIOJTYYeHUST HECAHKITMOHUPOBAHHOTO JIOCTYIIA K CHCTEME.

[JononHutenbHble cBeaeHns 06 ysassmmocty CVE-2013-0232 MS v nosbiLe-
HMK npae aocTtyna B Windows Mo)HO HaiTu no aapecy http://www.exploit-
db.com/exploits/11199/.

YpaneHHasa ya3BMMOCTb

Yoanennas ysizeumocmsv — 910 COCTOSHME, TIPU KOTOPOM 3JIOYMBITIIJIEHHHUK €ITe HE TMEET
JIOCTYTIA, HO MOKET €T'0 TIOJYYUTh, 3aIlyCTUB BPEIOHOCHYIO YaCThb KOJIa Yepe3 ceTh. ITOT
TUII YSI3BUMOCTHU 1103BOJI€T 3/10yMBIIICHHUKY [IOJIYYUTh YAQICHHDIH JOCTYII K KOM-
mbioTepy 6e3 KaKux-m160 (hU3NYECKUX UITH JTOKATBHBIX 6apbhepoB.

Hanpumep, bob u Anuca nogkiiouensr K VIHTEPHETY ¢ pasHbIX YCTPOUCTB. Y HUX
pasuble IP-azipeca, f1a 1 5KUBYT OHU B pas3Hblx MecTax. IIpearosnoxum, koMibiotep AJnchl
paboTaer 110/, yIpasjieHueM orepaiuoHHoi cuctembl Windows XP u cogepKuT cexper-
HyI0 OuoTexHoorndeckyo nadopmannio, a booby ussecren IP-aapec Mammmbl Annucol
U TO, KaKas ONeparoHHasi CUCTeMa YCTaHOBJIeHa Ha 9TOM KoMmmbioTepe. Bo6 urer
peliierre, KOTOpoe MO3BOJIUT MY TIOJYYUTh YIATEHHBIH 10CTYT K KOMITBIOTEPY AJIMCHI.
Co BpeMeHeM OH Y3HAET, 4TO ysA3BUMOCTH cay:kOb Windows Server MS08-067 mosker
OBITh JIETKO MCIIOJIb30BAHA YIAIEHHO HA KOMITBIOTEPE TIO/] YITPABIEHIEM OTI€PAIIMOHHOM
cucrembl Windows XP. 3atem OH 3allycKaeT SKCIUIONT MPOTHB KOMITBIOTEPa AJIHCHI
Y TI0JIy4aeT K MallluHe [TOJIHbIH OCTYIL.

[JononHutenbHble cBeeHus 06 ysa3BuMocTy cnyx6el MS08-067 MS Windows
Server MOXKHO HaiTu no agpecy http://www.exploit-db.com/exploits/6841/.

CuctemaTtusaumst ysa3BMMOCTEN

C yBesrueHeM KOJIMIECTBA I0CTYITHBIX TEXHOJIOTHI 32 TIOCJIeIHIE HECKOJIBKO JIET TPE/-
[IPUHUMAJIICH PA3INYHbIE OTBITKU BBECTH HanboJiee yI00HY 0 Kiaccu(DUKaIuio, 4To0bI
PaCIpeIesIuTh 110 KATErOPUsIM BCe BO3MOKHbIE YsI3BUMOCTH. TeM He MeHee He Bce pac-
NpOCTpaHeHHbIe OMMOKU KOANPOBAHUS, KOTOPBIE MOTYT MOBJIMATH Ha GE30ITaCHOCTD CH-
CTEMBI, YIAJIOCH KITACCU(UITNPOBATD. ITO CBS3AHO C TEM, UTO KasK/IAsT YSI3BUMOCTD MOKET
OTHOCHTBCST K HECKOJIBKIM KaTETOPHSIM T Kaaccam. Kpome ToTo, Kaskaast crucTeMHast
mathopmMa MMeeT COOCTBEHHYTO TTOAKTIOUaeMyTo 6a3y ysI3BIMOCTEH, CITOKHOCTH € pac-
IMTUPEHNEM U B pe3yJIbTaTe — CJIOKHOCTH B3aMMOJIEHCTBUS C BHETITHEHN cpesioil.
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B CJIeI[YIOH_[efI Ta6JII/IHe MBI TIPEACTaBJ/JAEM BaM CTaH/IapTbl TAKCOHOMUN (K]IaCCI/I-
(I)I/IKaHI/II/I n CI/ICTeMaTI/ISaL[I/II/I), KOTOpbIC TIOMOTYT BaM 110 BO3BMOJKHOCTHU OIIPEAETNUTDb
GOJIBIIMHCTBO PpacIipoCTpaHE€HHbIX c60eB 6e3011aCHOCTH. O6paTI/ITe BHHUMaHHE: ITIOUYTH
BCE€ U3 9TUX CTaHIaPTOB YK€ PEAJIM30BaHbI B PsAJI€ THCTPYMEHTOB OIIEHKN 6e3011aCHOCTH.
[[aHHbIe MHCTPYMEHTDBI MMO3BOJIAIOT U3y4YaThb HpO6JIeMbI 6e3011acHoCTH IIpOrpaMMHOTO
obecIleyeHus B PeEXHNME peaJbHOTO BPEMEHU.

CraHpaprt 6e3onacHoctn | Ccbisika Ha pecypc

Seven pernicious kingdoms | http://www.cigital.com/papers/download/bsi11-taxonomy.pdf
(CeMb maryGHbBIX TIAPCTB)

Common weakness enu- http://cwe.mitre.org/data/index.html
meration (Ilepeuncienue
00IIUX HEOCTATKOB)

OWASP Top 10 http://www.owasp.org/index.php/Category:OWASP_ Top Ten_
Project

Klocwork (Qacooii http://www.klocwork.com/products/documentation/Insight-.1/

MeXaHU3M) Taxonomy

WASC threat classification | http://projects.webappsec.org/Threat-Classification
(Knaccudukanus yrpos
WASC)

OcHoBHas (PYHKIMS KakKJOI0 U3 9TUX CTAHIAPTOB 0e30MacHOCTH (TaKCOHOMIMIT)
3aKJTI0YAETCS B CUCTEMATH3AIMK KaTETOPUIl U KJIACCOB YSI3BUMOCTEI, KOTOPBIE MOTYT
HCTIOJB30BATH CHEIUATUCTEI 0 GE30MACHOCTH U Pa3pabOTUYNKU TIPOrPaAMMHOTO obe-
CTICYCHUS JIUIS BBISIBJICHUS KOHKPETHBIX o160k, O6parnTe BHUMAHUE: HU OJIMH TaKOi
craHapt 6e30MaCHOCTH HE MOJKET CUUTATHCSA TOUHBIM W TTOJTHBIM.

ABTOMaTUYECKOE CKAHUPOBaHUE YSA3BUMOCTEWN

Ucnpitatenn Ha TPOHUKHOBEHUE OYEHDB OCTOPOKHO OTHOCATCS K aBTOMAaTUYECKOMY
CKAHUPOBAHUIO YS3BUMOCTEN M MHOT/Ia TOBOPST, UTO 3TO MPOCTO MOIIEHHUYECTBO.
XoTs, ecnm Maio BpeMEeHH, aBTOMATHYECKUEe CKaHEPBl YI3BUMOCTEH MOTYT TIOMOYb
noJIy9uTh GOJBIION 06beM HHPOPMAIIN O TIETEBOT ceTH.

Nessus 7

Tenable’s Nessus ObL1 paspaboTaH ABa JeCATUIETUAS Ha3a/l U 10 CUX [10P OCTAETCS OUeHb
TIOTIYJITPHBIM MHCTPYMEHTOM OTleHKN ysa3BumocTeil. Ha Nessus MOkHO rojinmcatbest Ha
rog. Oxnaxo xoporuue oau B Tenable cospanu ceapmyio Bepeuio Nessus Professional
U peIaraioT npoOHyI0 BEPCHIO BCEM, KTO JKEIAeT ¢ HEeI0 03HAKOMHUTHCS.

ITepen ycraHOBKOIT BaM He0OX0AMMO y3HaTh, Kakas Bepcus Kali Linux ycranosiena
Ha BalieM KOMIbIOTEPe. DTO MOMOKET BaM CKavyaTh Ty Bepcuio Nessus, Kotopast Oyier
6e3 c60eB paboTarh ¢ Ballieil OrepanoHHON CHCTEMO.
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BBenure B KOMaHAHYIO CTPOKY TepMUHAJIA KOMaH/Ly uname -a (puc. 6.1).

199

File Edit

View Search Terminal

i:-# clear
i:~# uname -a

Help

1i 4.15.0-kaliz-amd64 #1 SMP Debian 4.15.11-1kalil (2018-83-21) x86_64 GNU/Linux

ali:~# ]

Puc. 6.1. MNposepka Bepcuun Kali Linux

Ha puc. 6.1 BugHo, uto g ucnobsyio 64-paspsanyio epcuio (amd64) Kali Linux Ha
ocHose Debian. Takum o6pasom, MHE HY;KHO OYIeT 3arpysuTh 64-paspsayHyi0 BEPCUIO
Nessus, npegHasHaueHHYI0 111 c6opok Debian.

¥YcranoBka ckanepa ysssumocreii Nessus. Uro6sr yeranosutb Nessus B Kali Linux,

oTKpoiiTe Opaysep u nepeiiaure Ha crpanuily Nessus (https://www.tenable.com/try).

O3HaKOMUTEJIbHAST BEPCHUST TIOCTABJISIETCS CO BCeMU (DYHKITMSMU TTOJTHON BEPCHUH, 32
HCKJIoUeHneM orpanndennii 16-1P.
Yro6bl HOIYYUTh IPOOHYIO BEPCHIO, BaM 1oTpedyeTcs saperncrpupoBarbes B Tenable.
[To 5J1eKTPOHHOI TTOYTE BBI TOJYIUTE KO/ TOATBep:KAeHUsL. [locse mosyueHust nuchma
€ KOJOM IOATBEPKAEHUS BbI MOJKeTe cKayaTh HykHyI0 Bepcuio Nessus B Kali Linux

(puc. 6.2

).

Nessus - 7.1.3 s
Release Date

unbreakable enterprise Kernel)

Puc. 6.2. lNpeanaraemble ans ckauvmsaHus Bepcun Nessus

o7fa1f2008
Release Notes:
Nessus 713
Name Description Detalls
& Nessus-713-x64msi Windows Server 2008, Server 2008 R2*, Server 2012, Server 2012 Checksum
R2,7, 8, 10, Server 2016 {64-bil)
Nessus 713 cshaBb_bhrpm Red Hat £S 5 (64 bit) / Cent0s 5 / Oracle Linux 5 (including Checksum
Unhreakable Frterprise Kernel)
f  Nessus-713-susel2x86_64.rpm SUSE 12 Enlerprise (64-bil) Checksum
Nessus 713 esbidserpm Red Hat ES 6i386(32 bit) / Centos & / Oracle Linux 6 (including Checksum
unhreakable Enterprise Kemnel)
& Nessus-713-Win32.amsi Windows 7, 8, 10 (32-bit) Checksum
Nessus 713 5use11.x86_b4rpm SUSE 11 Enterprisc (b4 bit) Checksum
L 55 0s-7.0.3-debiant_amd6s.deb) Debian 6,7, 8 9/ Kali Linux 1, 2017.3 AMD
#  Nessus-713-eshi3serpm Red Hat ES 5 i386(32 bit) / Centos 5 / Oracle Linux 5 (including Checksum
unbreakable enterprise Kernel)
&  Nessus-71.3-fc20.x86_64rpm Fedora 20, 21, 25, 26, 27 (64-bit) Checksum
#  Nessus 713-e5/X86_bhrpm Red Hat £S 7 (6% bit) / Cent0s 7 f Oracle Linux 7 (including Checksum
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Boibepute Bepcuio Nessus, COOTBETCTBYIOIIYIO Ballleil OMePaIiMOHHON CHCTEME.
Yro6bl COTIACUTBCS € YCIAOBUSMU UCIIOIB30BAHUS, HaskMUTE KHOMKY Accept (ITprHATD).
[lajiee B mosiBUBIIIEMCST JIMAJIOTOBOM OKHe HaskMuTe KHOTIKY Save File (CoxpanuTh daiin).
Maiin Gyjer coxpaHeH Ha BalieM KOMIIbIOTepe B Tiarke Downloads. Mbl Uist 9TOTO NpH-
Mepa sarpysusiu 64-6uthyio Bepcuto Nessus (Nessus-7.1.3-debian6_amd64.deb).

ITocuie Toro kak 3arpyska Oy/ieT 3aBepliieHa, 3allyCTUTe HOBBII TepMUHAJL U TIepeiiu-
Te B KaTajor 3arpy3ok. [[71s1 9Toro BBe/uTe B KOMaHIHYTO CTPOKY KOMaH/Iy cd Downloads.
[lanee mpocMoTpHTE CONIEPAKUMOE KaTasiora, BBeist KoMaHy 1s. C IOMOIIbIO 9TOTO JIeii-
CTBUSI BbI MOKeTe YOeAUThCS, UTO (halisr IHCTBUTEIbHO CKaYaH U COXPAHEH B IIEJIEBOI
nanke. Kpome Toro, BbI MOJKETE CKOITUPOBATH UM YCTAHOBOUHOTO (haiia, 4ToObI BCTa-
BUTD €TO B CJIEAYIONIyI0 KoMauy. /lanee, 4To6b1 yeTaHOBUTE Nessus, BBEIUTE KOMAaH/LY
dpkg -i Nessus-7.1.3-debian6_amd64.deb, kak moka3aHo Ha puc. 6.3.

root@kali:~# cd Downloads
root@kali:~/Downloads# 1s

Messﬁs-?.1.3-debian6_amd64.deb
root@kali:~/Downloads# dpkg -i Nessus-7.1.3-debian6_amd64.deb

Puc. 6.3. YcraHoBka Nessus

Ecnm 6yayT AocTynHbl HoBble Bepcun Nessus, AJ1si BbINOSIHEHWS KOMaHAbI
dpkg -i ckonupyiTe nMs ckadyaHHoro daina 3arpysku U ero Bepcuio.

He Boixozst u3 karasora Downloads, 3amycrture ciy:k6y Nessus. /lyist aToro BBenTe
KOMaHjy service nessusd start. [Ipu MosiBJIeHUN CJIEYIONIETO 3aMPOCA YKAKUTE Ta-
poub aust Kali Linux (puc. 6.4).

root@kali:~/Downloads# service nessusd start
Enter Auth Password: ##+*

root@kali:~/Downloads# I

Puc. 6.4. 3anyck cnyx6bl Nessus

Jlns paborer ¢ Nessus oTkpoiite 6paysep, BBeAUTE B aipeCHYIO CTPOKY https://
localhost:8834 1 HaskmMuTe Kaasuiry Enter. Korza nosisurcs Ganuep ¢ npemaymnpesKaeHueM
06 onacHocTH, HaskMuUTe KHONIKY Advanced (/[ONOJTHUTEBHO), lajiee HaKMUTE KHOTIKY
Add Exception (/Io6aBUTh MCKIIIOUEHNE) U B KOHIlE — KHOIKY Confirm Security Exception
(IToarBepauTs uckmodenue GesomacHocTi) (puc. 6.5).

JL1st TPOTOITKEHMST 3AITyCKa CIIYKOBI BHITIOJHUTE CIIEYIOTIIE TATH.

1. CosmaiiTe cHauaIa yUETHYTO 3aIMCh, YKA3aB MM TIOTb30BATE/IS M CBOH aKKAYHT, TT0-
cjie 9ero HaxkMuTe KHOMKY Continue (I1pomomxuTs).
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& | (0| https:/localhost 8834 | @ | search |

Most Visited~ [[]Oftensive Security S Kali Linux " Kali Docs " Kali Tools % Exploit-DB Wy Aircrack-ng gllKali Forums “ NetHunter S Kali

ﬁ Your connection is not secure

The owner of localhost has configured thelr website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Leam more..

Advanced

| Report erors like this to help Mozilla identify and block malicious sites

Puc. 6.5. [lobaBneHne UckioueHuns

2. OcraBbTe peIaraeMble 10 YMOTYaHUIO HACTPOIKN Home, Professional rin Manager,
BBeUTE B 1TOJIe BBO/IA Activation Code (Ko akTuBaIim) moydeHHbIH 110 9JIeKTPOHHON
MoYTe KO aKTUBAIMH U HA)KMUTe KHOTIKY Continue (I1pomomkuTs).

Ecmm Bce mpoiiziet ynauno, Nessus HaUHET MHUITMATN3AIINIO, 3aTPY3UT U CKOMITHITH -
pyer HeoGXouMbIe ITaruHbl (puc. 6.6).

STEP 3 OF 3 Nessus o

Initializing
Please wait while Nessus prepares the files needed

to scan your assets.

Downloading plugins...

(|

© 2018 Tenable™, Inc.

Puc. 6.6. Vlumumanmsaums Nessus

B 3aBMCMMOCTM OT CKOPOCTM Ballero coefuHeHus ¢ VIHTepHETOM AaHHast
npoueaypa MoOXeT NPOANNTLCS HekoTopoe BpeMsl. Moka 6yaeT npoucxoanTs
YCTaHOBKa, MOXeTe 3alT Ha calnT www.packtpub.com 1 NocMoTpeTh eLle KHU-
rn ot Packt Publishing no Kali Linux n no TectmpoBaHunio Ha NpOHWKHOBEHME.
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[Tocie 3aBepiienust Bcex 06HOBIICHWH Gyiet 3arpysken narepdeiic Nessus. Haxmure
PAacCIIoJIOKEHHYIO B IPABOM BepxHeM yriy KHonKy New Scan (HoBoe ckanuposanue),
9TOOBI IPOCMOTPETH BCE AOCTYIIHbIE TUIIBI CKaHUpoBaHus (puc. 6.7).

My Scans Import New Folder

@ My Scans

All Scans

Create a now scan
Trash

Policles
Plugin Rules

Customized Reports

e @ 0

Scanners

Puc. 6.7. JocTynHble BUAbI CKAHUPOBaHMUS

31ech TpeTIaraeTCs JJIs UCIOIb30BaH st 60JIBIIIOE KOJMIECTBO MTabJOHOB CKAHUPO-
Banust. ECTh HECKOJIBKO MabI0HOB, KOTOPBIE IOCTYITHBI TOJIBKO TI0 TJIATHO TTOJMUCKE.
Kpome oOHapysKeHUsT y3JI0B U PACITUPEHHOTO CKAHUPOBaHUsT, Nessus MPOBOAUT Pac-
NIMPEHHOE CKAHUPOBAHUE YS3BUMOCTEH, B TOM YHCJIE CJIEIYIONUX TUTIOB.
CkaHupoBaHue 00IaqHON MHDPACTPYKTYPBL.
JlokanbHOE U yIaTeHHOe CKAHMPOBAHIe 0OHAPYKEHHBIX MTOBPEKAEHHBIX 000T0UEK.
CxannpoBanne BHyTpeHHeil cetn PCIL.
CkaHupoBaHUe BPeJOHOCHBIX TIporpaMM Linux n Windows.
Cxkanuposanue Meltdown u Spectre.

CxanupoBanue nporpamMmm-eiMoraresieiit WannaCry.

O0O0000OO

CkanupoBaHuie Be6-ysI3BUMOCTEIN.

Hexoropble u3 nHux nokasanbt Ha puc. 6.8.

Yro6bl TPOAEMOHCTPUPOBATH OOHAPYKEHHE YAZBUMOCTEH, BOCIIONb3YEMCS YA3BU-
MbIM BeO-cepBepoMm Linux. B riiaBe 2 Mbl pacckasbiBasiu, Kak Hactpouth Metasploitable 2,
Metasploitable 3, ouenn ysi3Bumyio cucremy Linux u BadStore.

B okHe ckanepa meikHrTe Ha 1rabione Advanced Scan (PaciipeHHoe CKaHMPOBaHHE )
u B paszesie BASIC (OcHoBHOE) 3aroTHUTE T0Jist BBojIa. B mosie Targets (1lesin) ykaxu-
te [P-azpec 11e1eBoii MalMHbl WK THana3oH [P-apecoB 1eieBbIX MalliH, KOTOPbIe
JOJKHBI OBITh MTPOCKaHUPOBAHBI ¢ IOMOIIbIO MAGI0Ha PACITMPEHHOIO CKaHUPOBAHIIS
(puc. 6.9).
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Scans Setings efsi o

Scan Templates

+ Dack 10 Scans

i Al Scans

seanner
i rrash
.n"m' ' o ' g
0 Policies -
Advanced Scan Auclit Cloud Infrastructure Hadlock Datection Rash Shallshock Datection

B Piugn Rules
B Cusiomized Repons
& Scanners

Ay §

Y 4

Basio Network Scan Gredentialed Patch Audit DROWN Dutection Host Discavery

# = \% el

Intel AMT Security Bypass Internal PCI Network Scan Malware Scan MDM Config Audit

[ = =2 E

Mobile Duvice Scan Gfline Config Audit Pl Quarterly Extornal Scan Palicy Compliance Auditing

Puc. 6.8. HekoTopble U3 BUAOB CKAHWMPOBAHMA

scans
BASIC v
B My Scans e Name Vuln Linux Server
General
B Al Scans :
Schedule o
fi Trash | e Description
Notifications
DISCOVERY >
a Paolicies ASECSSMONT : Folder My Scans -
B Plugin Rules eron:
i e . Targets
B Customized Reports ADVANCED . get: 192.160.1.106
& scanners ST
Upload Targets Add File
Save H Cancel
Launch |

Puc. 6.9. YkasbiBaeM Lenun
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HOCKO]Ibe Ipe/raraeTca HECKOJIbKO Pa3/IMYHbIX HACTPOECK, U3YUYUTE JIPYTHUE pa3-
JI€JIbI JIEBOTO CTO]I6I_[3.. Ka?KI[beI N3 9THUX Pa3/I€JIOB IMO3BOJIAECT HACTPOUTDH CKAaHUPOBaHNE
B COOTBETCTBUU C KOHKPETHBIMHA Tpe6OBaHI/IHMI/I.

QO DISCOVERY (OTkpbiTHe). Nessus UCIIOJIb3YeT Pl PasIMYHbIX METOIOB JJIsi OOHAPY-
JKEeHUs JIENCTBYIONINX B IAHHOE BPEMST XOCTOB. 3/IECh MOKHO 3a/1aTh OTIPE/IeIeHHbIe
apaMeTpbl I UX 0OHAPY KEHUSL.

O ASSESSMENT (OtierrBanue). 371eCh BbI MOJKETE 3a/1aTh THIT U TJIYOHHY CKAHUPOBAHUSL.

O REPORTING (OtuetHOCTB). [Ipn nmoproToBke oTu€Ta O TECTUPOBAHWH HA IPOHUKHOBE-
HIe BasKHO UMETh MOAPOOHYIO MHMOPMALIUIO O TPOBEPKE YAZBUMOCTEl. ITa (hyHKIMS
MMO3BOJIACT 3a[aTh ITapaMeTPbl OTYETOB.

O ADVANCED ([lomostHuTenbHO). PaciipenHbie HACTPOWKY TIO3BOJISTIOT UI3MEHSITh HE TOJIb-
KO KOJIMYECTBO CKAaHMPYEMBIX XOCTOB, HO 1 IPyTHe lapaMeTPbl CHHXPOHUS3ALIUN.

TMocite HACTPOWKK CKAHUPOBAHUS MOKHO BBIGPaTh KoMaH Iy Save (CoXpaHuTbh) WiIn
Launch (3amyctutb). Bor yBuaute crimcok My Scan (Mou ckaHUPOBaHMS ).

[IlenxkanTe KHOMKOI MBIIK Ha 3HauKe Play (Bocmponssenenne), KOTOPBIN pacrio-
JIO;KEH CTIpaBa OT MMeHW MmabaoHa CKaHMPOBaHus. By/IeT 3amyieno cCKaHnpoBaHie.
Eciu 1menkHyTh Ha UMeHH mabjoHa CKAaHUPOBAHMS BO BPEMsI TIPOBEIECHUS TECTa, HA
9KpaHe BBl yBUAUTE OOIIYI0 MHMDOPMAIINIO O CKAHIPYEMOI 1IeJI€BOI MalliHe 1 00 ys13BU-
moctu (puc. 6.10).

Scans

My Scans lmnpuorl e Fulter
Search Srcans Q 1 Sran
[ Name Schedule Last Modified ¥
[ Wuln Linux Server on Demand {+ Today at 6:38 PM

Puc. 6.10. O6was nHbopMaums 0 CkaHMpOBaHUM

Ecnu mekHeTe KHOTIKOM MBITITY HA CKAHUPYEMOM ITIEJIEBOM KOMIIBIOTEPE, TO YBUIUTE
GoJiee TTOAPOOHBII CIIMCOK 0OHAPYKEHHBIX YSI3BIMOCTEI. Y A3BUMOCTH UMEIOT LIBETOBYIO
MapKHUPOBKY:

O KpacHBIN — KPUTUYECKUH YPOBEHD;
OpPaHKEBBII — BBHICOKHI;
JKEJITBI — CpelHui;

3eJIeHbII — HU3KUIL;

0Oo0o0Oo

CUHWI — CO/IePKUT MHMOPMAIHUIO.
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Kax BuzHo Ha puc. 6.11, 1py ckaHUpOBaHUU B 00LIEH CJI0KHOCTH ObLIO 00HAPYKEHO
70 ys13BUMOCTEH, 13 KOTOPBIX TECTh SBJISIOTCS KPUTHIECKUMU 1 17 — BBICOKOTO YPOBHSI.
ITO 3HAYUT, YTO MATIUHA OYEHB YSI3BUMA.

Vuln Linux Server
« Back 10 My Scans

Hosts 1 Vulnorabilities | 70 Remodations | 2 History | 2
Fllter 1 Q | 1Hest

Host Vulnerabiities ¥

192.168.1.106

Puc. 6.11. OTYeT 0 HalAEHHbIX YSI3BUMOCTSIX

Configure.

Audit Trail Launch = Expot =
Secan Datalls
Nam: Widn Linx Senver
Status: Completed
Pulicy Adviscad Scan
Scanner: Local Scanner
Stan: Today at 6:42 PM
End: Today at G:4% PM
Elapsat: 2 minites
Vulnerabilities
" & Criscal
® High
Medium
o Low
. i

Ecii e IKHyTh KHOIIKOM MBIIIN HA [IBETHBIX KATETOPHUIX YSI3BUMOCTE, 0OGHapy-
JKEHHbIE YS3BUMOCTH 0TOOPA3ATCS B IOPSIKE OT HarboJiee yI3BUMbIX (TO €CTh KPUTH-
YeCcKMX) 710 HauMeHee ysI3BUMBIX (MH(GOPMAITMOHHBIX) (puc. 6.12).

Vuln Linux Server / 1982.168.1.106

< Back 1o Hosts
Vulnerabllities | 70
Filor » | © Vil Q, | 70 Vuneabiliies
L] Seww Name o
m] “ Apache mod_proxy Conterti-Length Overfiow
O EEET openssi < 0.9.011 0950 Multipe Vunerabilties

L m OpenS8L Lnsuppored

Apache < 1.3.29 Multiple Modules Local Overfiow

Apache mod_ss ss]_engine log.c mod_poxy Hook Fun..
mond sl sl ulil_usencodebiniry Remate Ouerllow

m] m OpenSSL < 0.9.01 Mutiple Vulnerabiities
[

Opanssl < 0.9.85 Muliple Vuineratiities

E=
o m Apache < L3.37 mod_rewnite LOAP Protocol URL Hands, ..
HEH

Family &

Wed Servers

Wel Servers

Wby Senvins

Web Servers

Web Servers

Web Senviss

Wby Benvins

‘Web Servers

Weh Servers

Configura

At Trall Launch = Expant =
Host Detalls

B: 192,168, L10%

MAC: 08:00:27:a0:07: 12

as: Limx Kesrwd 2.4

Start: Today at %43 PM

End: Today at 6:45 PM

Elapsed: 2 mindes

K8: Dawniad

Vulnerabliities

" ® Critical
3 High

Medium

Puc. 6.12. OTo6paxeHne HalgeHHbIX YS3BUMOCTEN B MOPSAAKE OT KPUTUYECKUX [0 MHGOPMALIMOHHBIX
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[Monyuennas wHMOPMAIINS BKIIOYAECT B ceOs CBEIEHUS He TOJNBKO 00 YA3BUMOCTH,
HO 1 00 sxcrmofTax. OHa TTO3BOJISIET UCITBITATENIO 3ATLTAHNPOBATD M OCYTIECTBUTD /10~
MOJIHUTETbHBIE aTaKK Ha 3TH ysa3BuMocTH (puc. 6.13).

Configure Audit Trail Launch = _

Nessus I
PDF

HTML

csv

< 2  Plugin Details
Nessus DB
Severity: Critical

Puc. 6.13. Co3agaHne oT4ETHOCTN

Nessus — MOIIHbII MHCTPYMEHT ¢ OOJIBIINM KOJUYECTBOM (DYHKIIMOHAJIBHBIX BO3-
MO)KHOCT(‘Z‘IL/,I, KOTOprﬁ MOJKHO MCITOJIb30BATh IIPU TECTUPOBAHUM Ha IMTPOHUKHOBEHUE.
On npegocrasiser 60blIoi 06beM nHbopmanun. K cokaieHuio, B 9ToM paszeie Mbl
He CMOKEM PAcCMOTPETh BeCh (hYHKIIMOHAJ ITPOrPaMMbl, HO PEKOMEH/IyeM BaM T10Tpa-
TUTh HEKOTOPOE BPeMsI Ha CAMOCTOSITEIbHOE U3yUeHte JOCTYMHBIX hyHKIui. O6parure
BHUManue, yTo Tenable npepiaraer GeciIaTHO IPOTECTUPOBATD U OMAIITHIO BEPCHUIO.
Ecou ke BbI sKeqraete nporectupoBath BHelHue [P-aapeca niu npumensiete Nessus
IS KITUEHTa, BaM TIPHUIETCST BOCIIOIb30BATHCS TIATHOM BEPCHEN.

OpenVAS

Open Vulnerability Assessment System (OTKpbITasi CUCTEMA OLEHKHU yA3BUMOCTEIA,
OpenVAS) — GpeliMBOPK, COCTOSITIINI M3 HECKOJBKUX CepBUCOB 1 YTUIAT. OpenVAS —
3TO CKaHep € OTKPBITBIM UCXOAHBIM KojoM. OH IPOCT B yCTAHOBKE U MMEET y100-
HBIIT MHTEpdElic, TO3BOISIONINI BHITIOJHATh AKTUBHBII MOHUTOPUHT (C aKTUBHBIMU
neiictBusimu B cetn). CorsacHo caiiTy http://www.openvas.org/about.html ipu pabore
OpenV AS ncnoib3yer KOJIEKIINIO ys13BUMOCTel, coctosiryio u3 50 000 rectos (NVTSs).
OpenVAS gsisiercss 0OCHOBOM JiMHeiKU mpodeccroHaibHbIX yerpoiicTe Greenbone
Secure Manager.

Yrobb1 yeranosuth OpenVAS, 0TKpoiiTe TepMUHAJ U BBEIUTE KOMaHy apt-get
install openvas (puc. 6.14).

Korpa ycranoska OpenV AS Gyiet 3aBepiiieHa, JIs1 3allycka KOH(QUTYpaIli BBEANUTE
B KOMAH/IHYIO CTPOKY TepMIHAJIA KOMaH/y openvas-setup. [Ipoiecc koudurypamun
3aiiMeT HEKOTOPOe BPeMs, B 3aBUCUMOCTH OT 3arPY3KU CETH U CKOPOCTH TTOIKJTIOUEHIIS
k Uurepuery (puc. 6.15).
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root@kali: ~

File Edit View Search Terminal Help
| root@kali:~# apt-get install openvas
| Reading package lists... Done

| Building dependency tree
|Reading state information... Done

Puc. 6.14. YcraHoska OpenVAS

root@kali:~# openvas-setup

[>=] Updating OpenVAS feeds
[*] [1/3] Updating: NVT

Puc. 6.15. KoHdurypaums npunoxeHus

B konrie nporecca yeranoBku 1 HacTpoiiku OpenVAS crenepupyer napoJb, KOTO-
poiii moTpebyerca npu samycke OpenVAS (puc. 6.16).

[>=] Checking for admin user

[#] Creating admin user
User created with password '1f52e38c-4522-4b22

Puc. 6.16. Maponb creHepuposaH

[lna 3ammycka cepsuca OpenVAS BBesTe koMaHy openvas-start. [lasee 3amycrute
Opaysep U BBeUTE B aJlpecHyio CTPOKY https://127.0.0.1:9392 um https://localhost:9392.

Mpn NOBTOPHOM MCMob30BaHMM OpenVAS OTKpoWTe TEPMUHAN U BBEAUTE
KoMaHAay openvas-start. HoByto YCTaHOBKY 3anyckaTb He cneayer.

Bawm mociie BBozta ipenpbrayinero URL-azpeca cHoBa pueTcst J06aBUTh UCKIIIOUE-
nue 6esonacuoctu. i aToro HaskmMuTe KHONKY Advanced ([{omosiHuTenbho), gajsee —
kHOIKY Add Exception ([lo6aBuTh HCKJIIOYEHNE), a 3aTeM KHOIIKY Confirm Security Exception
(ITonTBepauTh nckoueHue desomacHoctu) (puc. 6.17).

[Tpu nogBaenun 3ammpoca BOWAUTE B CUCTEMY, BBe/sl UM 110JIb30BaTe s admin
U TIapoJib, CTEHEPUPOBAHHBIN B ITPOIIECCE YCTAHOBKU. Y O€IMTECh, UTO JIOTHH U MapOJib
HAJIEXKHO COXPAHEHBbI, TaK Kak BaM 1Ipu pabote ¢ OpenVAS HEOIHOKPATHO OTPeOyeTcst
BXO/UTH B cuctemy (puc. 6.18).

Yro6bl 3a11yCTUTH CKAHMPOBAHNUE, TEJTKHITE Ha ApJIbiKe By Scans (CkaHMpOBa-
HU), a 3aTeM Ha cTpoke Tasks (3amaum). OTKpoeTcst MHDOPMAITMOHHOE OKHO, B KOTOPOM
HYy’KHO BBIGpaTh Mactep 3aga4. OH mpejicTaBiieH B Buze (hHOJeTOBOTO 3HAYKA, PACTIONO-
JKEHHOTO B JIEBOM BepxHeM yTJy akpana (puc. 6.19).
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€ | @ | https://127.0.0.1:9392 | ¢ || search &% a ¢ @& E

5 Most Visited~ [l Offensive Security S Kali Linux S, Kali Docs % Kali Tools * Cxploit-DB Wy Aircrack-ng gdKali Forums

Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Learn more...

o |

Report errors like this to help Modzilla identify and block malicious sites

Puc. 6.17. NMoaTeepxaeHve aobasneHns nckoveHns 6esonacHoCcTv

€ -)IT}_P hﬁps;El’é-:i.J'-.[_J.-0_.i‘.g;‘;i."lcginfogin.h?nll |.<'.’_ Q, Search

[ Most Visitedw  [jlOffensive Security " Kali Linux " Kali Docs s Kali Tools ¢ Exploit-DB Wiy Aircrack-ng gl Kali Forums " NetHunter S, Kali Training @8

Security

I

Gre: ;| bone
Security
Assistant

Puc. 6.18. 3anyck OpenVAS
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Greenbone
Security Assistant

Dashboard Scans Assets Secinfo

HEREO Filter:
Task Wizard min_god=70 apply_overrides|

Advanced Task Wizard
Modify Task Wizard

Mﬁsks (0 of 0)
~ Tasks by Severity Class (Total: 0) m

Puc. 6.19. 3anyck ckaHMpoBaHus

B oTkpoiBmiemcs Mento meakHNUTE Ha cTpoke Advanced Task Wizard (Mactep pac-
MTUPEHHBIX 33/1a4). B MOSBUBIIUXCS TOJSX BBEUTE COOTBETCTBYIONTYIO HH(MOPMAITIIO
(puc. 6.20). O6parure BarManue: moJie Scan Config (Kordurypaiust ckaHUpOBaHWS )
MMeeT Ha BEIOODP HECKOJIBKO THITOB CKaHUPOBaHUs, BKtouast Discovery (OGHapykeHUe),
Full and fast (ITosnoe u GuicTpoe), Full and fast ultimate (ITosHoe 1 GbICTPOE OKOHYATEIb-
Hoe) U Full and very deep ultimate (ITostHOE 1 0YeHb TITyOOKOE OKOHUYATEIbHOE) (HanboJiee
TPYIOEMKUH 1 3aTPATHBIN 110 BPEMEHW BapUaHT).

1 can help you by Quick start: Create a new task

creatn% anew scan

task an 5 i |
aulomatically siarting Task Name: | New Quick Task |
i ScanConfig: | Full and fast -

All you need to do is ; 1
enlen & name ur lhe Target Host{s): | | |
new task and the 10 e ;
address ar hnst Start time: Discovery 2

name of the target,

and selecta scan

configuialivn. SpLy

You can choose if EUlland fast

you want me to run
ihe scan Immediately,
achedule the tagk for
a later date and time,
or just create the task
50 YOU can run it
manually later.

Full and fast ultimate
Full and very deep

S5H Full and wvery deep
Credential ultimate

In order fo run an SMB
authenticated scan, you have to select SSH and/or Credential
SMB credentials, bl you can also run an e =
unauthenticated scan by not selecting any Credential

credentials.
Email reportto |

Host Discovery

If you enter an email address in the "Email report

Puc. 6.20. Co3gaeM HOBYIO 3agauy

[Tapamerp Start time (Bpewmst Hauama) Mo3BOJISIET UCTTBITATENO0 HA TPOHUKHOBEHHE
3aNJaHNPOBATh CKAHWPOBaHUE. DTO OUeHb rose3Has pyHkiusa. CkaHupoBaHUEe MOKET
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Hapymiath paboTy CETH, MOATOMY €ro JIYUIle BBIMOJIHATH TOT/A, KOT/a CeTh HE CHJIBHO
3arpysKeHa, TO eCTh B Hepabouee BpeMst UM B BHIXO/IHBIC [IHU.

[Tocsie Toro Kak Bee modist Oyly T 3alI0THEHBI, TPOKPYTUTE CTPAHUILY BHU3 U HAKMUTE
kHONKY Create (Co3nats). B pesysbrare 3ammycTuTCs CKaHUPOBAHUE U HA 9KPaHe I10-
SIBUTCS CBOJIKA CBEJIEHUI O CKAHMPOBAHWU 1 cocTostHUM (puc. 6.21).

Reports %

Name Status 4 Trend | Actions
Server
Vulnerabilities 0 v
(Automatically LT () coasoa
generated by
wizard)

| Apply to page contents - | ﬂ ¥ |

Puc. 6.21. CkaHnpoBaHue 3anyLieHo

Y1066l TPOCMOTPETH JOTMOJHUTEIBbHBIE CBEJIEHNS 0 3a1ade, B moje Name (Mmst)
HIeJKHUTE Ha UMeHU 3a1aun (puc. 6.22).

BE0E 860 Om

‘/ Task: Server Vulnerabilities

Name: Server Vulnerabilities
Comment: Automatically generated by wizard
Target: Target for Server Vulnerabilities
Alerts:
Schedule: [Next due: over)
Add to Assets: yes

Apply Overrides: yes

Min QoD: 70%
Alterable Task: no

Auto Delete Reports: Do not automatically delete reports
Scanner: OpenVAS Default (Type: OpenVAS Scanner)
Scan Config: Full and very deep ultimate
Order for target hosts: N/A
Network Source Interface:
Maximum concurrently executed NVTs per host: 10
Maximum concurrently scanned hosts: 30
Status:
Duration of last scan:
Average scan duration:

Reports: 1, Current: Aug 6 2018 (Finished: 0)
Results: 1
Notes: 0
Overrides: 0

Puc. 6.22. [lononHuTenbHbIE CBEAEHUS O 3ajaye
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ITo 3aBepilleHUN CKaHUPOBaHUA HaxkMuTe KHONKY Done (ToToBo). Ilpu aTOM Gyer
CO3/IaH OTYET CO CITUCKOM OOHAPY/KEHHBIX YSI3BUMOCTEH U OTIEHKON CTEMEeHH YTPO3BI JIJIst
Kax10i 3 Hux (puc. 6.23).

|/ & Greenbone Security A.. % \ +

\/ € ) @ #. | https://127.0.0.1:9392/omp?cmd=get_report&repor v | & |[Q Search %8 &+ &

fi5i Most Visited v Bl Offensive Security & Kali Linux "% Kali Docs " Kali Touls % Exploit-DB W Aircrack-ng g Kali Forums

Secinto Configuration Extras Administration

Anonymous XML~ |[J&EE 5/ & Filter: | [=]%]2]]
Done sart-reverse=severity first=1 autofp=0 apply_overrides=1 notes=1 averrides=1 result_hnsts_nnly=1

rows=100 levels=hml min_god=70

i @)

) ID: 1445056 3285 43cf b006 aT7f0AbI0al6
q Modined: Mon Aug b 14:00:47 2018
Created: Mon Aug 6 13:43:22 2018
~ Report: Results (16 of 107) T st

COwner:  admin

HEr-1ser6GEH
@] severty @] ost | Location [actons |

SSL/TLS: OpenSSL CCS Man in the Middle Security Bypass - 1
inersbiltiy O 70% 172.16.65.207 443ftcp  E A
HTTP Debugging Methods (TRACE/TRACK) Enabled B S 99% 172.16.65.207 443/tcp B
HTTP Debugging Methods (TRACE/TRACK) Enabled B O 99% 172.16.65.207 80/cp B
55L/1LS: Heport Vulnerable Cipher Suites for HIIPS [45] 98% 1/2.16.65.20/ 443ftcp E
S5L71LS: Certificate Expired = 99% 172.16.65.207 443fcp Ex
S5L/1LS: 55Lv3 Protocol CBC Cipher Suites Information Disclosure e B
Valncrability (POODLE) ) el s0% 172.16.65.207 443/ftcp B (A
Apache Web Server ETag Header Information Discl Weal [Tl 20% 172.16.65.207 443/tcp &%
Apache Web Server ETag Header Information Disclosure Weal [Tl 20% 172.16.65.207 80/tcp &%
SSL/TLS: 'DHE_EXPORT' Man in the Middle Security Bypass O [ TN 80% 172.16.65.207 443jtcp A

Vulnerability (Logjam)

SSL/TLS: RSA Tempuorary Key Handling "RSA_EXPORT Downyrade i
lssue (FREAK) O] STl 20% 172.16.65.207 443ftcp &

5SL/1LS: Deprecated 55Lv2 and S5Lv3 Protocol Detection 5] 98% 1/2.16.65.20/ 443ftcp E
SSL/ILS: Report Weak Cipher Suites = 98% 17/2.16.65.207 4437tcp B
f\?lanceﬁ:hkill]—rtip Server 'httpOnly' Cookie Information Disclosure o 99% 172.16.65.207 443/lcp B

Puc. 6.23. OTyeT 0 CKaHMPOBaHUK

Eciu miesikHyTh KHOIIKOM MBIIIN Ha JI0O0H U3 TIepednCIeHHbIX YSI3BUMOCTE, 0TO-
Opassrcst JOIOoJHUTEIbHBIE CBeleHus, Takue kak Summary (Csozka), Impact (Biusitue),
Solution (Pemenue), Affected Software/OS (Y s13BuMO€e IIporpaMMHOe o0ecIiedeHne) u ap.
(puc. 6.24).
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Vulnerability Location Actions
gmlgh”“'"g Methads (TRACE/TRACK) ] 09%  172.16.65.207 443/tcp el
Summary

| Debugging functions are enabled on the remote web server.

| The remote web server supports the TRACE and/or TRACK methods. TRACE and TRACK are HTTP methods which are used to debug web
| server connections.

Vulnerability Detection Result

The web server has the following HTTP methods enabled: TRACE

| Impact
| An attacker may use this flaw to trick your legitimate web users to give him their credentials.

| Solution
| Solution type: & Mitigation

| Disable the IRACE and IRACK methods in your web server configuration.

| Please see the manual of your web server or the reterences for more intormation.

Affected Software/Os
| Web servers with enabled TRACE andfor TRACK methods.

Vulnerability Insight
| It has been shown that weh servers supporting this methods are subject to cross-site-scripting attacks, dubbed XST for Cross-
| Site Tracing, when used in conjunction with various } in browsers.

Vulnarability Detaction Mathod
| Details: HTTP Debugging Methods (TRACE/TRACK) Enabled {(0ID: 1.3.6.1.4.1.25623.1.0.11213)

Puc. 6.24. [1ononHUTEeNbHbIE CBEAEHUS

CkaHMpoBaHWe ya3BMMOCTeN Linux ¢ noMolLLbto Lynis

Paspatorantoe komnanueii Cisofy (www.cisofy.com) mpuiioskerue Lynis — 9T0 HHCTPY-
MEHT ITPOBEPKHU HE30ITACHOCTH, KOTOPBIN yIIpaBJisieTcst 13 KoMaHHoit ctpoku Kali Linux.
I10 GecraTHas MPOrpaMMa, HO JIOCTYITHA U KOPIIOPATHBHASA Bepcrst. Lynis ncmosb3y-
eTcsT LI aBTOMATH3MPOBAHHOM OIEHKH 0e30ITaCHOCTH M CKAaHUPOBaHUsI YI3BUMOCTEI
B PAa3JTMYHBIX BEPCUAX OTepaIMoHHbIX cucteM Linux, macOS X u Unix.

B ornmmuue ot Apyrux mpuIIosKeHU Takoro Tua Lynis crenuannsupyeTcs Ha 1po-
Bepke 0e30MaCHOCTH 3aKOHOAATEIbHBIX aKTOB O Iepejlade 1 3alluTe CBeJeHU yupe-
skaenuii sppasooxpanenys (HIPAA), sauure crangapra 6e301aCHOCTH ILIATEKHBIX KapT
PCI DSS, cucrem BuyTpennero koutposst SOX u GLBA. 9to npusiokenue mo3BoauT
PEATNPUATHSIM, UCTTOIB3YIOINM PasJIndHble CTaHAAPThI, 00eCeuynTh 6E30TaACHOCTh
CBOWX CHCTEM.

Lynis MOKHO 3arpy3uTh U YCTAHOBUTH CAMOCTOSITEIBHO. Y CTAHOBKA TIPUJIOKEHUS
B TI€JIEBOIT CUCTEMe COKOHOMUT TpaduK, MO CPaBHEHUIO ¢ YCTAHOBKOH Ha y/IaJeHHOM
KOMIIBIOTEpE.

0O Lynis BxoauT B nakeT Kali Linux, HO Takxe MOXeT 6bITb KoHMpoBaH ¢ GitHub
I:I (https://github.com/CISOfy/lynis) unu ckayaH ¢ odburUManbLHOro canTta
(https://cisofy.com/documentation/lynis/get-started/#installation).
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Hna sanycka Lynis B Kali Beibepure komanay menio Applications » Vulnerability
Analysis » Lynis (IIpumoskenust » Ananus ysissumoctedt » Lynis). [ls 3amycka npuiio-
JKEHUST U3 KOMAH/IHOM CTPOKH BBEIUTE B TepMUHase KoMauay lynis. Oua orobpasut
yCTaHOBJEHHYIO Bepcuio Lynis (B JanHOM ciydae 2.6.2) 1 MHUIUATU3UPYET TIPOTPAMMY.
Bor Takske yBUANTE CIMCOK BCEX MTAPaMETPOB KOMaHLI (pHc. 6.25).

root@kali:~# lynis

[ Lynis 2.6.2 ]

T A
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2018, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
B T i

[+] Initializing program

Usage: lynis command [options]

Command :

audit
audit system : Perform local security scan
audit system remote <host= : Remote security scan
audit dockerfile <filex> : Analyze Dockerfile

show
show : Show all commands
show version : Show Lynis version
show help : Show help

update
update info : Show update details

Puc. 6.25. Crincok napameTpoB KoMaHAbl Lynix

Ecuiu BbI o3abblin HYKHYI0 KOMaH/y, BBeuTe 1lynis show commands (puc. 6.26).

Lynis — MOTHOCTHIO MEXaHU3UPOBAHHBIN MHCTPYMEHT MPOBEPKU HGE30MaCHOCTH,
y KOTOPOTO €CTh MUHUMAJbHBINA Hab0p KoMaHA. UTOOBI TPOBEPUTH BAIy MaIIMHY
Kali Linux, mpocto BBeauTe lynis audit system. Bpemst, kKoTopoe 3aiiMer mpoBepka, 3a-
BUCHUT OT XapaKTepUCTUK Iposepsemoii Matuibl Kali Linux. O6b4H0 IpoBepKa AInTcst
ot 15 10 30 munyT. PesyabTar mpoBepKu mokasaH Ha puc. 6.27.
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li:~# lynis show commands

Commands :

lynis

lynis
lynis
lynis

root

Puc. 6.26. OTtobpaxeHune komMaHz Lynix

root@kali:~# lynis audit system
[ Lynis 2.6.2 ]

FHHHHH A
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2018, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
HIHHHHHHHH R R

[+] Initializing program

- Detecting 0S... [ DONE ]
- Checking profiles... [ DONE ]

Program version:

Operating system:

Operating system name:

Operating system version: kali-rolling
Kernel version: 4.15.0
Hardware platform: xB6_64
Hostname:

Puc. 6.27. PesynbTat npoBepku MawwmHbl Kali Linux

Pe3ysibTaThl MPOBEPKU BKIIOYAIOT B Ce0ST CBEIEHIIS:

o Bepcun Debian;
3arpyske u cJyskbax;
SIpE;
[aMSITH U TIPOIIECCOPE;

000D
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MOJTHb30BATEJISIX, TPYTIIAX U TPOBEPKE TOTTMHHOCTH;
060JI04Ke;

(haiimoBoii cucreme;

USB-ycTpoiicTBax;

ceTr 1 GpaHIMayapax;

[OpTax U MPUHTEPAX;

O0O0O0ODDO0ODO

HaZEKHOCTH Aapa.

[+] Networking

Checking IPv6 configuration ENABLED ]
Configuration method AUTO ]
IPv6 only ND 1

Checking configured nameservers

- Testing nameservers

Nameserver: 10.2.0.24 0K 1]

- Minimal of 2 responsive nameservers WARNING ]

Checking default gateway DONE ]

Getting listening ports (TCP/UDP) DONE ]

* Found 1 ports

Checking promiscuous interfaces 0K ]

Checking waiting connections 0K 1]

Checking status DHCP client RUNNING ]

Checking for ARP monitoring software NOT FOUND ]

Printers and Spools

Checking cups daemon NOT FOUND ]
Checking 1p daemon NOT RUNNING ]

software: e-mail and messaging

Software: firewalls

Checking iptables kernel module FOUND 1]

- Checking iptables policies of chains FOUND ]

- Checking for empty ruleset WARNING ]
- Checking for unused rules 0K 1
Checking host based firewall ACTIVE ]

Software: webserver

Checking Apache (binary /fusr/sbin/apache2) [ FOUND ]
Info: Configuration file found (/etc/apache2/apache2.conf)
Info: No virtual hosts found
* |Lpadable modules [ FOUND (116) 1]
- Found 116 loadable modules
mod evasive: anti-DoS/brute force [ NOT FOUND ]
mod_reqtimeout/mod _gos [ FOUND ]

Puc. 6.28. CBegeHusi, Nony4veHHbIe € NOMOLbO Lynix
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Ha puc. 6.29 nokazan ¢parmenT pe3ysibTaToB MPOBEPKU Lynis ¢ 4eThIpbMsI TIpeLy-
npexxienusaMu u 40 npeioxKeHusIMu.

-[ Lynis 2.6.2 Results ]-

Warnings (4):

! No password set for single mode [AUTH-9388]
https://cisofy.com/controls/AUTH-9368/

! Can't find any security repository in /etc/apt/sources.list or sources.list.
d directory [PKGS-7388]
https://cisofy.com/controls/PKGS-7388/

! Couldn't find 2 responsive nameservers [NETW-2785]
https://cisofy.com/controls/NETW-2705/

! iptables module{s) loaded, but no rules active [FIRE-4512]
https://cisofy.com/controls/FIRE-4512/

Suggestions (418):

* This release is more than 4 months old. Consider upgrading [LYNIS]
https://cisofy.com/controls/LYNIS/

* Install libpam-tmpdir to set $TMP and $TMPDIR for PAM sessions [CUST-8288]
https://your-domain.example.org/controls/CUST-0280/

* Install libpam-usb to enable multi-factor authentication for PAM sessions [C
UST-8285]

Puc. 6.29. OparMeHT pe3ynbTaToB NMPOBEPKM

TTpoKpYTUB PE3yIbTATHI TECTA IO KOHIIA, MbI YBUAUM OOIIYIO CBOIKY MO TIPOBEPKE
(puc. 6.30).
Lynis security scan details:

56 [HEHFHERARER

Components:
- Firewall [vi
- Malware scanner [v]

Lynis Modules:

- Compliance Status [?]
- Security Audit [v]
- Vulnerability Scan [v]

Files:
- Test and debug information : /var/log/lynis.log
- Report data : /var/log/lynis-report.dat

Puc. 6.30. O6uias cBogka MO NPOBEPKE KOMMbIOTEPA
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CKaHWpOBaHUE 1 NepedYncrieHne ys3BMMOCTEN
¢ nomoLlbio SPARTA

SPARTA — 2T0 HHCTPYMEHT € MTOJTh30BATETLCKUM HHTEPGEICOM /71T TECTUPOBAHUST HA
MTPOHUKHOBEHME ceTr. ABTOPHI npuitoskernst — ArTonno Kun (Antonio Quina) u Jleo-
nugac Crasanoruc (Leonidas Stavliotis) us kommanuu SECFORCE. SPARTA — cran-
naprHoe npuaoxenre Kali Linux. B paMkax 0fiHOro MHCTPYMEHTa OHO aBTOMaTU3UPYeT
MIPOIECCHl CKAHUPOBAHWS, TIEPEUNCAEHIS U OIeHKU Ys3BUMOCTeil. Kpome dyHKINit
ckannpoBaHusg u nepeuncieHnsd, B SPARTA takke BCTpoOeHO cpe/ICTBO [ B3JIOMA
apoJieil ¢ oMoIIbI0 TPyOOI CHIIBL.

MocnepgHune Bepcun SPARTA MOXHO 3arpy3uTb M3 GitHub n knoHmpoBatb
Ha NOKasbHYK MaluuHy. [Ing 3Toro 40CTaToOYHO BBECTU KOMaHay git clone
https://github.com/secforce/sparta.git.

g sanycka SPARTA B Kali Linux 2018 BeiGepure komanay meHio Applica-
tions » Vulnerability Analysis » SPARTA (IIpunosxenus » Ananus ysassumocteii » SPARTA).
Yro6bt 106aBUTH B 06IACTH TIPOBEPKH MEJIEBYIO MAITHHY VU TPYIITY TIEJIEBBIX MAIIIHH,
B rpacdhuueckom nHTepdeiice SPARTA 1.0.3 mesnkHUTE KHOITKOM MBIIIN HA JIEBOU T1a-
Hesu. Janee nobGasbre B noJjie Beoaa IP Range (IP-auanason) aManasoH IpoBEpPsSieMbIX
[P-anpecos (puc. 6.31).

Add host(s) to scope L

ge {10,10.100._100;16 10.10.22.217/16|

0.10.10.10-20 1.2.3.4

I Cancel l

Puc. 6.31. InanasoH IP-agpecoB ans npoBepku BBeAeH
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[Tocse Toro kax [P agpeca y3moB cetn 6yayT mo6aBIeHbl, HAKMHUTE KHOMKY Add to

scope (/To6aBuTh B 06macts). HauHeTcst moaramntoe CKaHUPOBAHKE MEJNEBBIX 00HEKTOB
(puc. 6.32).

| Progress lool | Host - Start time
| v nmap (stage 1) 10.10.100.100/16 10.10.22.217/16 02 Aug 2018 17:03:22

Puc. 6.32. lNpouecc ckaHMpOoBaHUS y3na ceTh

[Tocsie 3aBepiiiennsi CkKaHUPOBaHUsI KapThI ceTH B 0cHOBHOM okHe SPARTA nosisTCst
caepyronue Braagku: Services (Ciysk6ni), Scripts (Cruenapumn), Information (Mudopma-
st ), Notes (3amerku ), Nikto 1 Screenshot (CKpPUHIIIOTBI ), HA KOTOPBIX Bbl Haii/leTe OUeHb
110JIe3HY10 UH(MOPMAIIHUIO.

ITo ymosuanuio cHayasa oTKpoeTcs BKaagka Services (Cirysk0Obl) €O CIIMCKOM OTKPbI-
TBIX TIOPTOB U c1yx06 (puc. 6.33).

SPARTA 1.0.3 (BETA) - untitled - /root/ ® 00
File Help

Scan E|

Hosts | Services | Tools | Services | Scripts | information | Notes | nikto (80/tcp) 1

nikto (443/tcp) !'mmtm@

[os| Host c Pot | Protocol | State | MName | Version

@ 10.10.2387 e 80 lep open hup Apache hilpd 1.3.28 ({Unix) mod_ssl/...
© 10.10.23.93 0 443 tep open http Apache httpd 1.3.28 ({Unix) mod_ssl/...
® 1010.23.97 i @ 3306 tep open mysql MySQl 4.1.7-standard

@ 10107398

Progress | Taol : Host Start fime i Fnd time | status @&
DI mysql-defaull (3306/Lcp) 10.10.100.100 02 Aug 2018 19:46:48 02 Aug 2018 19:48:47  Finished l

Puc. 6.33. Bknagka Services (Cny»6bl) CO CMMCKOM OTKPbITbIX MOPTOB U CYX6

Eciu orkpoere Briaaky Information (Mudopmanus), To yBUANTE COOPAHHYIO
uHdopMaImio o 1ejaeBoil Maiute. Tam Oyzner ykasan [P, KoJM4ecTBO OTKPBITHIX, 3a-
KPBITBIX U OTOUIBTPOBAHHBIX TIOPTOB (€CJIM TAKOBBIE NUMEIOTCS ), & TAKIKE OIEPAI[NOH-

Hasl CHCTEMa BMeCTe C ee Bepcueil 1 3HaueHue TOUHOCTHU olpeieieHrs NHhopMaIun
(puc. 6.34).
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[Senficgs_ | Scripts | Information Notes | nikto (80ftcp)

Host Status Addresses
State: up IPv4: 10.10.100.100
Open Ports: 3 IPv6:
Closed Ports: 65532 MAC: 08:00:27:07:FF:53

Filtered Ports: 0

Operating System
Name: Linux 2.4.18 - 2.4.35 (likely embedded)
Accuracy: 100

Puc. 6.34. Bknagka Information (MHdopmaums)

[TockoJIbKY B HallleM cJIydae 1eJIeBoH MalriHoi ObLT BeIOpaH Linux-cepsep, mpu-
MeHeH HWHCTPpyMeHT ckanupoBanus Nikto. HToObI MPOCMOTPETh CMIUCOK HAMICHHBIX
VSI3BUMOCTET, OTKPOITe BKIAAKY nikto (80/tcp) (puc. 6.35).

| Scripts | Information | Notes | nikto (80/tcp) t | nikto (443/tcp) & | screenshot (80/tcp) &

+ Target IP: 10.10.100.100

+ Target Hostname: 10.10.100.100

+ Target Port: 80

+ Start Time: 2018-08-02 18:54:57 (GMT-4)

+ Server: Apache/1.3.28 (Unix) mod_ssl/2.8.15 OpenSSLA0.9.7¢

+ Server leaks inodes via ETags, header found with file /, inode: 334, size: 3583, mtime: Sun May
14 17:16:23 2006

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XS5-Protection header is not defined. This header can hint to the user agent to protect
against some forms of X55

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the
content of the site in a different fashion to the MIME type

+ OSVDB-3268: /backup/: Directory indexing found.

+ Entry 'fbackup/ in robots.bxt returned a non-forbidden or redirect HTTP code (200)

+ OSVDB-3268: fsupplier/: Directory indexing found.

+ Entry 'Ysupplier/ in robots.txt returned a non-forbidden or redirect HTTF code (200)

+ "robots.ixt” contains & entries which should be manually viewed.

Puc. 6.35. Bknagka nikto (80/tcp)

Muorue n3 o6HapysKeHHBIX ysi3BuMocTell nmerot npepuke OSVBD, koTopsrii yka-
3bIBAET Ha TO, YTO MH(MOPMALIMIO O HUX MOKHO UCKaTh B 6asax JaHHbIX cailToB Common
Vulnerabilites and Exposures (CVE) u Open Source Vulnerabilities Database (OSVDB).
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Jlast mosrydenust mogpoOHON nHMGOPMAIIUK UCTIBITATETh HA TPOHUKHOBEHIE MOKET
BOCIIOJIB30BATHCA MPOCThIM monckoM Google, BBe/ist B TOUCKOBYIO CTPOKY Ha3BaHUE
yassumoctu, Hanpumep OSVDB-3268, kotopas Oblia BbIABAEHA IPU IIPEABLIYIIEM
CKaHUPOBAHUU. BIIOCJIE/ICTBUY BBISIBJIEHHBIE YSI3BUMOCTH MOTYT OBITH HCIIOJIb30BAHBI,
HanpuMep, nHcrpymertTom Metasploit. Ho 06 3ToM moroBopum B CJIEYIONIUX TIABAX.

Terepb MOCMOTPUM HA APYTYIO CKAHUPYEMYIO MAIIUHY T10]] YIIPABJIEHUEM OTIe-
panuonnoii cucrembl Windows. B obactu Hosts (Xoctor) ciesa naiiaure IP-ajgpec
10.10.22.217 v meTKHUTE HA HEM KHOTTKOU MbIH. /{ajsee oTKpoliTe BKIAIKY Services
(Caysk6pr) (puc. 6.36). 31ech Bbl yBUIAKTE CIIUCOK OTKPBITHIX TIOPTOB.

Services | Sripts | Informalion I Noles | smbenurm (445/Lcp) = ! lﬁklu'__(ﬁ.’!nﬁ?flx'p)_ = | sc'let:llsllul;{535?.-'ll}_l:) = l
Port | Protocol | State | Name | Version
& 135 lep open msrpc Microsoll Windows RPC
e 137 udp open netbios-ns Microsoft Windows netbios-ns (workgroup: WORKGROUP)
e 139 lep open nelbivs-ssn - Microsofl Windows netbios-ssn
© 445 tep open microsoft-ds - Microsoft Windows 7 - 10 microsoft-ds {workgroup: WORKGROUP)
© 5357 lep open hitp Microsolt HTTPAPI hitlpd 2.0 (SSDP/UPHP)
© 49152  tcp open msrpc Microsoft Windows RPC
O 49153 tcp open msrpc Microsoft Windows RPC
© 49154  tcp open msrpc Microsoft Windows RPC
© 49155 tcp open msrpc Microsoft Windows RPC
© 49156  tcp open msrpc Microsoft Windows RPC
9 49157 tcp open msrpc Microsoft Windows RPC

Puc. 6.36. Bknaaka Services (Cnyx6bl) ¢ HbopMauuel o noptax MawuHbl 10.10.22.217

13 o101 nHMOpMALIK BUIHO, YTO UCCIELyeMas HaMU MalIinHa paboTaeT o1 yIpas-
nenuem Windows. [a o6cnenoBanus nopTos gannoi Mamuibl B SPARTA 6bu1 samy-
mied nHerpyMenT smbenum. C ero oMoIibio Mbl IPOBEPUJIM HAJINYKE HYJIEBBIX CECCUI
U TIPOCMOTPEJIN 3TOT KOMIIbIoTep. B Xo/e aTux omepanuii Mpl, B YaCTHOCTH, UCKAJIN
CBeJIeHMs O 10JIb30BaTeIsaX 1 00umx pecypcax (puc. 6.37).

SPARTA ocy1tecTBIsieT CKaHUPOBaHUE, TIEPEYNCIEHIE U OIEHKY YSI3BUMOCTH,
MTO3BOJISIST UCITBITATEIIO BBITIOJHATD PA3JNUHbIe (DYHKIIUN TECTUPOBAHUS HA MPOHUK-
HOBeHUe B ceTh. /{7151 9TOoT0 Ha BKIaaKe Services (CepBUCHI) MENKHUTE MTPABO KHOTIKOM
MBIIIN Ha JI060M 13 OTKPBITHIX IOPTOB M BHIOEPHUTE B MOSBUBIIEMCST MEHIO HYKHYIO
KOMaH/Iy.

Ha puc. 6.38 BbI BUinTe KOHTEKCTHOE MEHIO, TIOSIBUBIIIEECS MTOCJIE TOTO, KaK MBI IIEJTK-
HYJIM TIPaBOU KHOIKOM MBININ Ha cTPOKe open port 3306. Vcroib3ysi KOMaH/IbI 9TOTO
KOHTEKCTHOTO MEHIO, BbI MOJKETe TIOIpoOoBaTh OTKPBITh OPT ¢ nomonipio Telnet, Netcat,
um kanenTa MySQL. s kauenta MySQL Bam norpebyiorcest mpasa root. Ber Taxske
MOJKETe IIONBITAThCS B3JIOMATh IIAPOJIU € IPUMEHEHIeM IPyOOii CUJIBL.
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Services | Scripls | Information | Noles | smbenum (445/tcp) @ | niklo (5357/lcp) @ |
p P \ P

IHHHHHHEEEHE Checking for NULL sessions 3HEHHHHHHEE

could not initialise 1sa pipe. Error-was NT_STATUS_ACCESS_DENIED

could not obldin sid fom server
‘error: NT_STATUS_ACCESS_DENIED
$HHHHEEEEHE Cnumerating domains $#HEERHEHHSE

could not initialise lsa pipe. Error was NT_STATUS_ACCESS_DENIED
could not obtain sid from server
error: NT_STATUS_ACCESS_DENIED
$HHHHHHEEHE Frumerating password and lockout policies $HHEHEHHESE
|+] Attaching to 10.10.72.21/ using a NULL share
[+1 Trying protocol 445/5MB...
[1] Frotocol failed: 'NoneType' object has no attribute ‘'decode’
[+] Trying protocol 139/SMB...

[1] Protocol failed: 'MoneType' object has no attribute 'decode’
$HEHEHHEEHE Enumerating users 3HEHHHHERH

Puc. 6.37. OTtueT 06 UccneaoBaHUM C NMOMOLLBIO MHCTPYMeHTa smbenum (445/tcp)

Services | Seripts | Information | Notes | nilto (80/tcp) pa | nilto (113/tcp) o= |

Port | Protocol. | State | ‘Name |
© 80 tcp open hitp Apache httpd 1.3.28
e 443 tep open: hitp Apache httpd 1.3.78

MysQL 4.0 /-standard

Open with telnet
.Open with netcat

i

Open with mysql client (as root)

Send to Brute

Run nmap (scripts) on port

Grah hanner:

.Check for default mysql credentials

Puc. 6.38. KoHTekcTHOe MeHto ans nopta 3306

Eciu B KoHTEKCTHOM MeHIo BhIOpaTh KoMaH 1y Send to Brute (Ormpasuts B Brute), To
depe3 BBIGPAHHBIN TIOPT Oy/IeT NPEANPUHATA MOTBITKA ATaKK ¢ TOMOIIBIO MHCTPYMEHTA
B3sioma naposis THC Hydra. Hapsiay ¢ apyriumy BapuaHTaMu /ISt IOy YeHs] HYKHBIX
JIAaHHBIX MOKHO IIPUMEHSTH CIIMCKU C MMEHaMU I10JIb30BaTe el U 1mapoJieil. Yka3as
HeOoOXOIMMbIE TIApaMEeTPbl, HayKMUTE KHOTIKY Run ( BBITIOJHUTE ), 4TOOBI IPEATIPUHSTH
TIOTIBITKY ATaKH.
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Scan l Brute I

Telza[3e)

¥ [1010.100.100 | Port [3306 | Service [mysql .

[_ Hun ‘

& Try blank password [ Try login as password & Loop around users [ Exitonfirstvalid [J Verbose [J Additional Options

' Username © Username list | | I Browse ] @ Found usernames

O Password [password | O Password list [ l | Browse I ® lound passwords

Hytlra v8.6 (c) 2017 by van Hauser/THC - Please tlo nol use in mililary or secrel service organizations, or for illegal purposes.
Hydra {(http:/fwww.thc.org/thc-hydra) starting at 2018-08-03 16:51:06

[INFO] Reduced number of tasks to 4 (mysql does not like many parallel connections)
[CRROR] File for logins is empty: /tmp/sparta-JuCnu7-tool-output/sparta-usemames.txt

Puc. 6.39. Bknagka nHctpymeHnTa Brute

ITO JaNieKo He eMHCTBEHHBIC MHCTPYMEHTHI,

Port Protocol | State
nocrynubie B SPARTA. Ecou, nomyctum, 1esk- o iis i i
HYTb IIPaBOIl KHOIIKOM MBIIIY Ha open port 445 : i
KOMITIOTEpa TI0J] yIIpaBjienueM orneparmonnoii | © 137 tp open
cucrembl Windows, Bbl yBuMTe OOJIBIION crii-  |© 138 tep open

COK MHCTPYMeHTOB (puc. 6.40). W
! Open with'telnet

o 2 Open with rpcclient (NULL session)
© 33 Open wit'h netcat

e 5ﬁ Send to Brute

© 51[ Run smbenum

(5] gfi Run samrdump

@ 4% Runnmap (scripts) on port

© 4¢ Runenumalinux

Grab banner

Extract password policy {polenum}

Extract password policy {(nmap)

Enumerate users (rpcclient)

Enumerate. users (nmap}
Enumerate shares {nmap}
Enumerate logged in users: (nmap)

Enumerate groups {nm_ap}

Enumerate domain admins (net)

Check for null sessions (rpcclient)
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